Asset, Configuration, and Compliance Management (ACCM)
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Are you confident in your compliance posture? Do you know what devices/software are EoL
and EoS? Do you know configuration changes and who is making them? Do you know which
security advisories or risks may impact your network? Do you know how your network devices

comply with your specific regulations? How do you ensure network availability and disaster recovery? Enventis’ Asset,
Configuration and Compliance Management Service provides the solution to these questions and more, leveraging Pari

Network’s Paritra Security Appliance.

Discovers and shows the complete inventory, security
advisory and SMARTnet posture of your Cisco Network
including:

«  Complete listing of IP addresses, host names,
devices, models, software versions, memory/flash
and serial numbers

«  All network data reports (like routing tables,
VLANSs, ACLs, AAA sessions, user sessions, interface
information, etc.)

« Allvulnerabilities associated with current status of
devices and identifies vulnerabilities by severity or
by policy

« ldentifies the services as enabled or disabled

- Easy storage and review of configuration (both
running & startup) changes per device and tracks all
configuration histories with easy to search reports

« ldentifies all devices that are affected by Cisco
Security Advisories (PSIRT) Shows the lifecycle of
devices, device modules and software

«  Shows EoX (End of Sale, End of Life and End of
Support) reports, including graphs to indicate
devices that will be EoL by quarter

+  SMARTnet maintenance contract management

Provides compliance/best practice view of all devices or
interface groups

«  Compares your best practice/compliance policies to
devices

«  Provides a report of all out of compliance areas

«  Shows device capabilities (how/whether devices
can be configured to meet compliance or best
practice)

«  Constantly monitors policy profiles to make sure
devices are always compliant to the best practice/
compliance mandates
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Remediation

- Gives option to apply patch or configuration
immediately or on a scheduled basis

«  Provides recommendations on how to get devices
to best configurations

«  Provides detailed mitigation and assessment

reports
Audit Reports
Regulatory Compliances
. Pd
« HIPAA
« 1SO 17799 (BS 7799)
. SOX
« GLBA

Security Guidelines/Best Practices
« NSA Security Guidelines
«  Cisco SAFE Implementation
«  SANS Router Guidelines
«  Corporate Security Guidelines

Vendor Specific Advisories
«  Comprehensive PSIRT Analysis
«  EoXReports

Advanced Analysis Reports
«  Compliance Capability
«  Services
«  Device Capability
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