Hosted Firewall Service

Protect your network and information assets without expensive security equipment.

Enventis Hosted Firewall Service protects your sites with an advanced, powerful, stateful firewall located in our network cloud.
Many companies find it difficult to keep up with the strenuous regulations and requirements for securing their networks from
the Internet. Firewalls are not set-and-forget devices. Instead of spending considerable resources on equipment and person-
nel, leverage Enventis’ strong background in network security and this fully managed and hosted service to protect your
assets, information, users and networks.

Firewall “in the cloud” stops suspicious activity
before it hits your network

Leverage Enventis’ experienced, certified security
engineers

Enventis can manage your firewall so you can focus
on core IT activities

Hosted Firewall for multiple sites creates enterprise-
wide, consistent security

Protects from intrusions and denial of service
attacks

Provides high performance, redundant, stateful
firewall

Hosted Firewall is monitored around the clock
Hosted Firewall is a Cisco Powered Network
certified offering

Hosted Firewall Saves Money

Requires no capital equipment expense, no
hardware maintenance contract

Eliminates upgrades, repairs and technology
obsolescence

Relieves requirement for in-house security expert
Ensures greater availability of network and
application resources

One firewall for all sites

Standard Hosted Firewall

Pre-defined Security Policy maintained by Enventis
Static and many-to-one Network Address
Translation

1Mbs to 45Mps (other bandwidth options available)
Shared virtual firewall context

Redundancy built in using stateful failover
24x7x365 Monitoring

Custom Security Policies administered by Enventis
(optional)
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CPE Firewall

Hosted Firewall in conjunction with customer’s existing firewall

Enterprise Hosted Firewall (includes Standard features
plus)
«  Own Virtual Firewall Context
«  Unique VLAN providing customer separation
«  Performance reports
«  Custom Security Policies administered by the
customer

Enterprise Plus Hosted Firewall (includes Enterprise
features plus)
«  Custom security policies administered by Enventis
«  Mixed layer 2/3 firewall services providing node
protection on the same LAN
«  Multi-cast support for layer 2

¢ Enventis

eeses*’" Asubsidiary of HickoryTech



